











Suggestions for Regulators on
5G Security

Security is part of cellular networks definition for 5G. Compared to previous wireless technologies, 5G
standards include more security features to tackle potential security challenges and lead to security
enhancements in the future 5G lifecycle. Governments can be part of these efforts in controlling risks to
operate 5G services in line with country regulations. A recommended win-win strategy to address 5G security
is to deliver a plan described as follows:

» Formulation of regulations and laws, involving cross-discussion with all public and private partners,
to guarantee a consistent security framework. Governments should take a key role here to define the
requirements of their respective countries in terms of security and encourage the development of
new technologies with risk control mechanisms to address both their economic objectives and
security needs. This can be achieved through collaboration with all stakeholders, based on a common
goal to define world standards. Governments play a major role in providing incentives to deliver a positive
economic output for their respective countries, in terms of both leveraging innovations (5G in the context
of this report) and guaranteeing that regulations are available for defining key aspects such as the security
agenda, security assurance mechanism, certification program, and policies.

» Operators should be the major responsible body for the operation of network infrastructure and
implementation of risk management according to the country's security regulations and official standards
bodies. In addition to this, governments can implement specific policies to obtain oversight on the security
level of each network operating in the country.

The time is now for government regulators to work closely with all relevant industries and partners. In this
way, governments can deliver a consistent set of regulations to address 5G security while at the same time
allowing operators to take responsibility for the overall implementation. It is also important to obtain the
support of network equipment suppliers and relevant verticals.



Build Security Through Collaboration
to Tackle Future Security Challenges

5G is becoming a reality and the lifecycle for 5G is going to be lasting for a while. Based on successful
experience for 4G security, controlling 5G security risks is achieved through joint efforts of all industries. To
control risks in the 5G lifecycle, we need to continuously enhance security solutions through technological
innovation and build secure systems and networks through standards and ecosystem cooperation

* Equipment vendors: Vendors should contribute industry security standard work, comply with standards,
and integrate security technologies to build secure equipment. Together with customers and other
stakeholders, vendors should provide capability to support the operators to assure secure operation and
cyber resilience.

* Operators: Operators are responsible for the secure operations and cyber resilience of their own networks.
5G networks are private networks. The boundaries between different networks are clear. Operators can
prevent external attacks with firewalls and security gateways. For internal threats, operators can manage,
monitor, and audit all vendors and partners to make sure their network elements are secure.

* Industry and government regulators: As an industry, we all need to work together on standards. This is
our shared responsibility. In terms of technologies, we need to continuously contextualize 5G security risks
(in slicing, MEC, mMTC and other scenarios) and enhance protocol-based security. In terms of security
assurance, we need to standardize cyber security requirements and ensure that these standards are
applicable to and verifiable for all vendors and operators.

To build a system that we all can trust, we need aligned responsibilities, unified standards, and clear regulation.
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